WHISTLEBLOWING DATA PRIVACY POLICY

This document explains how NEPI Rockcastle Group, as data controller, processes whistleblowers’ personal
data, in line with data privacy applicable legal framework.
What types of personal data we process?
- name, surname, if provided
- contact details, if provided
- phone number, where such communication way is used
- voice, where phone communication is used
- personal information regarding you being involved in the activities or situations described in the
whistleblowing communications
- IP address
- geographical location
- type and version of the browser, operation system, web accessing period and navigation ways .
Which are the purposes of processing for your personal data?
- keeping evidence of your communication(s), as whistleblower, in relation to NEPI Rockcastle Grup,
so that to enable internal investigation of the details in your commmunication(s)
- disciplinary proceedings
- legal proceedings
Is your personal data transferred or disclosed?
Under no circumstances can the person(s) accused in the whistleblower’s report obtain information about
the identity of the whistleblower, so your identity, as whistleblower, shall be kept confidential, including your
personal data.
Access to the whistleblowing report and involved parties shall be granted to a limited number of persons
authorized internally to run the investigation. Also, subject to the evolution of the investigation, your
personal data might be disclosed to competent judicial authorities.
For the purpose to ensure efficient handling, as well transparent and objective investigation of the
information provided by you, as Whistleblower, such infomation along with your personal data will be
disclosed to our partner SAFECALL LIMITED, an experienced whistleblowing hotline provider, with registered
office at 100 Wood Street, London. In such case, NEPI Rockcastle Group acts as personal data controller and
SAFECALL LIMITED acts as personal data processor. Nevertheless, SAFECALL LIMITED may be an independent
personal data controller, when SAFECALL LIMITED (i) knows whistleblower’s details but withhold them from
the client at the whistleblower’s request, or (ii) writes a report in such a way as to protect the identity of the
whistleblower.
What happens in case of abusive use?
In case of abusive use (if the whistleblower maliciously makes a false statement) of the whistleblowing
procedure, the whistleblower might be exposed to disciplinary measures or other legal liability (criminal, civil
etc.).
Which are your rights as data subject, under the data privacy legislation requirements?
- Right to be informed – right to be informed, at the time the personal data are collected, about the
processed data and the related purposes of processing
- Right of access - the right to obtain from the controller confirmation as to whether or not personal
data concerning a data subject are being processed, and, where that is the case, access to the
personal data and the following information: purposes of the processing; categories of personal data
concerned; the recipients or categories of recipient to whom the personal data have been or will be
disclosed; the envisaged period for which the personal data will be stored, or, if not possible, the
criteria used to determine that period; the existence of the right to request from the controller

-

-

-

-

-

rectification or erasure of personal data or restriction of processing of personal data concerning the
data subject or to object to such processing; the right to lodge a complaint with a supervisory
authority; where the personal data are not collected from the data subject, any available information
as to their source; the existence of automated decision-making, including profiling.
Right to rectification - the right to obtain from the controller without undue delay the rectification
of inaccurate personal data concerning the data subject.
Right to erasure or right to be forgotten - the right to obtain from the controller the erasure of
personal data concerning the data subject, without undue delay and the controller shall have the
obligation to erase personal data without undue delay where: data are no longer necessary in
relation to the purposes for which they were collected or otherwise processed; data subject
withdraws consent and there is no other legal ground for the processing; data subject objects to the
processing and there are no overriding legitimate grounds for the processing, or the data subject
objects to the processing for direct marketing purpose; the personal data have been unlawfully
processed; data have to be erased for compliance with a legal obligation in Union or Member State
law to which the controller is subject.
Right to restriction of processing - the right to obtain from the controller restriction of processing
where: the accuracy of data is contested by the data subject, for a period enabling the controller to
verify the accuracy of the personal data; the processing is unlawful and the data subject opposes the
erasure of the personal data and requests the restriction of their use instead; the controller no longer
needs the data for the purposes of the processing, but they are required by the data subject for the
establishment, exercise or defence of legal claims; the data subject has objected to processing,
pending the verification whether the legitimate grounds of the controller override those of the data
subject.
Right to data portability - the right to receive the personal data concerning the data subjet, which
he or she has provided to a controller, in a structured, commonly used and machine-readable format
and have the right to transmit those data to another controller without hindrance from the controller
to which the personal data have been provided, where: the processing is based on consent or on a
contract and is carried out by automated means.
Right to object - the right to object, on grounds relating to his or her particular situation, at any time,
to processing of personal data concerning the data subject, where processing is necessary for (i) the
performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller, (ii) or for the purposes of the legitimate interests pursued by the controller or by a
third party, except where such interests are overridden by the interests or fundamental rights and
freedoms of the data subject which require protection of personal data, in particular where the data
subject is a child, including profiling based on those provisions.
Rights in relation to automated decision making and profiling - The data subject shall have the right
not to be subject to a decision based solely on automated processing, including profiling, which
produces legal effects concerning him or her or similarly significantly affects him or her.

How long we store your personal data?
According to the data minimisation principle, your personal information will not be stored for longer period
than necessary, having regard to the purpose of the processing.
For instance, personal data shall not be further processed, if:
- the data are not relevant to the allegations
- the case is not in scope of the whistleblowing procedure, in which case the data will be either deleted
or referred to the right channel.

NEPI Rockcastle Group is proccesing your personal data in compliance with data privacy legal framework,
ensuring appropriate security measures, preserving confidentiality and integrity, including where we use
Data Processors in processing your personal data.

Should you have any question regarding the way we process your personal data, wish to address a request
regarding exercising your rights under data privacy legislation or intend to file a complaint, kindly please
contact us at data.protection@nepirockcastle.com or mail us at Floreasca Business Park, Building A, 5th
Floor, 169A Calea Floreasca, Bucharest 1, 014459, Romania.
More details regarding our Whistleblower Protection Policy you may find at https://nepirockcastle.com/wpcontent/uploads/2020/09/Whistleblowing-policy_Sep2020.pdf

